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Abstract. The developments in digital technology has revolutionized the approach of modern judicial
systems to collect, authenticate and present evidence. Nowadays, electronic evidence (comprising
digital documents, emails, video files, metadata and forensic digital images) is a core part of litigation.
Regrettably, there is a great deal of dispute over whether it is in line with the Koran. This research
explores the admissibility of digital evidence in Bangladesh, Malaysia and the UAE under Islamic law.
This article examines with a comparative and religious legal method some recent constitutional
impacts, namely the UAE Cybercrime Law 2021, Malaysia’s Evidence Act 1990 (S. 90A), and
Bangladesh’s Evidence (Amendment) Act 2022, discussing adherence to traditional figh principles
garinah (circumstantial evidence), igrar (confession), bayyinah (proof), and shahadah (testimony). The
results indicate that the digital evidence meets these standards of authenticity, justifiable acquisition,
certainty and integrity can be Shariah compliant. The Shariah-Compliant Digital Evidence Framework
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(SCDEF) that the study will proposes is an integration of forensic science and Islamic law to make
justice compatible with magasid al-Shari‘ah if it is based on protective factors such as moral purity,
justice and factuality.

Keywords: Islamic Law, Digital Evidence, Shariah, Comparative Jurisprudence, Bangladesh, Malaysia,
UAE.

INTRODUCTION

We live in the digital age of technology, and it has infiltrated almost every part
of our lives even how evidence is gathered for court. In this digital age, evidence in
court can include emails, computer data, CCTV and text messages. These new proof
methods that make possible to resolve the cases more quickly and more accurately.
However, there are problems the use of digital evidence in Islamic law, because
justice and truth are very connected to morality and human honestly. And can
something that's created by a computer or some other machine be used as evidence
in court, as we would with human witnesses? The traditional forms of evidence used
to find support in Islamic law includes; garinah (circumstantial evidence), bayyinah
(proof), igrar (confession) and shahadah (witness testimony). These concepts were
formulated at a time when material evidence could be heard, seen, or written down.
But a lot of court decisions now are based on electronic evidence that is produced
automatically, rather than by humans. As Kamali (2019) puts it, the transformation
has led scholars and judges in Muslim countries to seek options for integrating
Islamic values such as sidq (truth), ‘adalah (integrity), and yaqin (certainty) into
digital evidence. Some Muslim countries have started to update legislation that
deals with electronic evidence. Bangladesh new evidence act 2022 Subset Digital
Signature and Electronic Document are now be presented in Bangladesh's court this
is possible for the Evidence (Amendment) Act 2022. In Malaysia, the provisions of
the Section 90A Evidence Act (1990) provide that computer made information falls
under the definition of admissibility. Furthermore, the Cybercrime Law 2021 provides
the UAE with clear directions regarding how data can be collected and used. Inspired
by that fit with Islamic principles, they have taken slightly different approaches to
reconciling Shariah norms and modern technology (Ismail et al., 2021). Islamic law
could consider digital evidence to be admissible, as outlined by Islamic scholars if it
fulfils the standard conditions of being true (sidq), fair (‘adalah), certain (yaqin), and
have been obtained by lawful means (halal sabab) (Husain et al., 2024). This suggests
that Shariah and modern technology — far from striking — might work together in
the name of truth and justice. This paper examines the treatment on digital evidence
under Islamic law by the legal systems of Bangladesh, Malaysia and United Arab
Emirates respectively. It compared their styles and lessons to be learned from each
of the countries. Rather, the idea is to mesh modern forensic practices and Islamic
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morality in what's being dubbed a Shariah-Compliant Digital Evidence Framework
(SCDEF). This study is therefore concerned to contribute in ensuring that the system
of justice should continue to fulfill its aspirations, that is; uncovering truth finding,
fairness and moral values centering around (Shariah) even at this age of
digitalization. This study has some importance to the jurisprudence, practical as well
as theoretical. It's the one about reconciling modern forensic science with Islamic
evidentiary philosophy. Though in Bangladesh, Malaysia and UAE it has accorded
value to digital evidence but no Shariah based complete law of proving digital can
be found as yet. This paper is intended to fill this void by comparing (and
contrasting) the conventional rules of figh with the statutory practices. It is also a
contribution in the area of Islamic legal epistemology by showing how modern
technology can serve to help maintain maqasid al-Shari'ah (higher purposes of law)
such as justice (‘adl), trust (amanah), and truth (haqq). The aim of this project is not
only to find the major theories that oversee how evidence would work in Islamic law,
but also to think about how these can fly into digital proof in modern terms. It
discusses the law of electronic evidence in Bangladesh, Malaysia and UAE to find
similarities and differences. The research also investigates the Shariah application of
determining reliability and acceptance for digital proof. With these, it hopes to
establish a Shariah Compliant Digital Evidence Framework that can instruct the
Muslim Courts on how to even-handedly draw from digital evidence and that too in
full Islamic compliance. The basis for understanding the relation between Shari'ah
and modern proof techniques is found in classical Islamic writings on judicial law.
The relevance of ‘adalah, mushahadah and hudur as preconditions for admissibility
of testimony is pointed out in primary texts such as al-Mabsut by al-Sarakhsi (d. 483
AH), Bidayat al-Mujtahid by Ibn Rushd (d. 595 AH) and al-Ahkam al-Sultaniyyah by
Sayf-al-Dawla Al-Mawardi (d. 450 AH) according to Kamali (1999). With respect to
the moral dimension of truth and justice in judicial processes, the holy Qur’an (2:282)
stipulates writing plus two trusted witnesses as conditions for financial transactions.
In the same vein, hadith supports direct hearing from both conflicting parties for
judges in the sense of procedural equality and anti-arbitrary judgment (Imam al-
Nawawi, 2019). These conventional writings prove that the Islamic evidence system
has both a procedural and moral dimension. This was an idea which was extended
by Ibn Qayyim al-Jawziyah (1989) who argued in al-Turuq al-Hukmiyyah that
bayyinah (proof) includes “any way truth can be known”, and thus new forms of
proof should be accepted if they lead to yaqin (certainty). This interpretation
suggests that Islamic legal principles such as al-yaqin la yazulu bi-shakk or certainty
is not removed by doubt, are flexible in nature. Recent subsidy has thoughtfully
carried on this conversation. The higher objectives of Islamic law, or magasid al-
shari'ah, provide enough flexibility to admit new forms of evidence that promote
justice (‘adl) and certainty (yaqin), as Nawaz (2017) explains. This is the opinion of
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Safian (2016) and Zaharuddin, F. (n.d.), who explain that scientific or technical forms
of circumstantial evidence, the gara’in ‘ilmiyyah, can be valid in Islamic law so long
as they remove doubt and serve justice. In confirmation of the basic evidentiary
principles based on accuracy (sidg) and moral integrity (‘adalah), this ongoing
debate rather shows how classical figh permeates modern experiences. This
continuing mark of argument with respect to technological evidentiary tools shows
that among the traditional jurists, who were in favour of personal testimony and
direct observation, Islamic jurisprudence are not intellectual parochial such as not to
consider technologically generated modes of evidence, provided they meet the
moral and procedural warrants bequeathed by the Quran and Sunnah (Bardavelidze,
2022; Al-Khatib, 2023). Accordingly, the classical evidence law serves as an ethical
wall on which modern electronic proof can build in Shariah. With the growth of
artificial intelligence, cyber forensics, and digital communication, more research is
being done on how well electronic evidence fits into Islamic legal theory. Emails,
CCTV footage, and blockchain records are examples of authenticated digital data
that can serve as garinah gati‘ah (conclusive circumstantial proof) if verified using
trustworthy technical methods, according to recent studies like Digital Evidence and
Islamic Law: Challenges and Prospects (Qatar University Journal of Islamic Law
Studies, 2022). According to E-Justice and the Concept of Testimony in Shariah
(International Review of Law, 2023), digital signatures, encryption, and forensic
validation replicate the traditional tazkiyah al-shuhdd (witness verification) process
by ensuring the factual and moral integrity of evidence (Al-Khatib, 2023). Digital
evidence is becoming more and more accepted by legal systems in nations with a
majority of Muslims. Section 65B of the Evidence (Amendment) Act 2022 in
Bangladesh permits digital documents to be used as proof provided that their
validity is verified (Bangladesh Law Commission, 2022). This is comparable to other
international regulations and the Indian Evidence Act. Malaysia also permits
computer-generated records under Section 90A of the Evidence Act 1990, as long
as they meet certification requirements (Ismail et al., 2021b). Federal Decree-Law No.
2 of 2021 on Cybercrime in the United Arab Emirates affirms that digital
communications and computer data are legitimate evidence when legally acquired
(Rakha, 2024). However, a number of scholars point out that statutory processes by
themselves cannot guarantee Shariah conformity unless they are based on moral
principles such as halal sabab (lawful acquisition), sidq (truth), and ‘adalah (integrity)
(Ismail et al,, 2021d). Adopting it as a case study, Al-Khatib (2023) and Ismail et al.
(2021¢) caution that while digital technologies lead to better objectivity, they raise
issues about data piracy, privacy intrusion and illegal spying. In these fears, a
Shariah-compliant digital evidence frameworks (SCDEF) is needed that balances
technology fidelity with moral responsibility! This will ensure that our pursuit of truth
in the digital age remains aligned with maqasid al-shari‘ah, the higher purposes of
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justice, truth and humanity. Even with significant progress in digital forensics and
legal reform, there is a lack of academic study on standards for admissibility that
conform to Shariah. Most of the appraisals do not consider these and instead focus
on either moral theory grounded in figh (witness ethics) or technological acceptance
(chain of custody, forensic reliability). This research fills that gap by developing a
unified framework for integrating Islamic epistemology of certainty (yaqin) and the
technological authenticity.

CLASSICAL FOUNDATIONS

Interpretive Adaptation
through Magqasid al-Shari'ah

¥
MODERN JURISTIC EVOLUTION

= Magasid al-Shari'ah

= Adaptation via Istihsan

= Use of Qara’in llmiyyah

= Justice & Certainty (Adl, Yagin)

Integration of Digital and Forensic
Methods under Shariah Ethics

+

~ CONTEMPORARY APPLICATION

= Digital Authentication
« Forensic Evidence &
Blockchain Verification
= National Reforms: Bangladesh, UA
= Shariah Ethical Filters

Figure 1. (self) Evolution of Evidence in Islamic Law and the Shariah-Compliant
Digital Evidence Framework (SCDEF).

This study is largely based on Maqgasid of the Shari‘ah. Sustainability of the five
essential objects din (religion), nafs (life), ‘aql (intellect), nasl (lineage) and
mal(property)-- is the purpose of Islamic law, provided that justice is realized and
truth prevails in this process. Evidence (mafsadah) that maintains justice and
prevents harm serves these interests directly. Consequently, digital evidence can be
considered a strong qarinah in the Islamic evidential system if it has been
authenticated and is ethically obtained.

METHODOLOGY

The research follows a comparative and theoretical legal approach. The Qur'an,
Hadith collections such as Sahih al-Bukhari, Sahih Muslim and Sunan Abu Dawood
are then studied to understand the principles of proof (bayyinah) and circumstantial
evidence (qarinah). Kamali (1999) says that these passages illustrate that every
testimony must be: true (sidq), just (‘adl) and righteous. Anything that helps in
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finding out the truth can be considered evidence (Mustafa, 2013), thus proving that
Islamic law can incorporate new types of evidence. Moreover, the research also relies
on contemporary resources from Bangladesh, Malaysia and the United Arab
Emirates such as the Evidence (Amendment) Act 2022 (Section 65B in Bangladesh),
Evidence Act 1990 (Section 90A in Malaysia), UAE Cybercrime Law 2021, peer-
reviewed articles, fatwas and research papers on digital forensics (Radhakrishna,
2017). It is the first phase of investigation to find out the Shariah principle regarding
admissible evidence (Badawi, 2024). These are then measured against the legal bases
of electronic evidence. Ultimately, consolidated results are presented to formulate a
Shariah compliant and technologically reliable structure.

Methodology

Extraction — ==

Shariah-Compliant
Comparison =) Digital Evidence
Framework (SCDEF)

Synthesis  ——Pp

Figure 02, (self) Research Methodology: Extraction = Comparison — Synthesis
— SCDEF

RESULTS AND DISCUSSION
From Oral Testimony to Digital Proof

According to Islamic law (figh al-bayyinat), proof is a moral means of achieving
divine justice (‘adl) as well as a judicial tool. The Qur'an establishes an
epistemological basis for the admissibility of any type of proof by presenting
knowledge (‘ilm) and verlflcatlon (tabayyun) as necessary conditions forjudgment

& Yt i ( \swj\y;\ﬁy}w”wm,@o G s Yy b
“Do not pursue that of which you have no knowledge. Indeed, the hearlng, the sight,
and the heart—all will be questioned.” (The Qur’an, 1996, 17:36)

This verse indicates that the necessary prerequisite for truth-claims is
knowledge based on certainty (yaqgin). Thus, moving from shahadah (oral testimony)
to bayyinah ragamiyyah (digital proof) is a methodological achievement rather than
an epistemological break. Both seek to satisfy the divine demand for accuracy and
dependability in judgment. Ibn al-Qayyim (d. 751 AH) in I'lam al-Muwaqgi'Tn and
al-Sarakhsi (d. 483 AH) in al-Mabsut, two classical jurists, stressed that the essence
of proof in Shariah is not its form but rather its capacity to create ‘ilm yaqini—
knowledge devoid of supposition. According to Ibn al-Qayyim, "all proof which leads
to truth with certainty and without injustice must be recognized under divine rule."
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This principle informs the current acceptance of electronic evidence when its
trustworthiness, integrity, and source can be proven.

Qur’anic Foundations of Evidence and Verification

The Quran has such strong moral, and legal principles against tampering or
falsification of evidence. These are the rules made to critical justice, prevent deceit
and save truth preserved. References to proof, evidence and certainty: In the text of
the Qur'an there are numerous allusions to proof, mu-jiza being a case in point. It is
from these, that not only both old but new-fangled trials have sprung. Here are some
lessons which can help us collect and work with digital evidence today. In Islam,
documenting is a delicate matter and credible witnesses are not overlooked. Written
contracts protect the rights of persons and prevent disputes. The Qur'an commands
to believers for writing a will and after the will is prepared then it should be certified
by two honest people. This code constructs the society with justice & trust. Allah
(SWT) says in the Holy Qur’an:

op g \gdgiany PRJLIg SN J=! 3 Ay @315 13) 18] Gl ST G
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“Do you who believe! When you contract a debt for a fixed term, write it down
... and bring to witness two just men among you.” (The Qur'an, 1996, 2: 282).

This verse is one of the clearest proofs for having Islamic writings. This goes to
show that making a written record is not only the sensible thing to do, but also a
moral duty. This stanza strings clear receipts and honest friends to fair exchanges.
Writing protects everyone and keeps anyone from arguing with what had been
discussed. For today we also have to apply the term kitabah (‘writing') to digital
media. The basic motivation is the same behind timestamped emails, digital
signatures and electronic contracts: to protect us from untruthfulness and make
evidence reliable. Such digitized record when rightly translated, are fulfilling above
command and instruction of Qur'an for true conduct and accountability in personal
life. Islam emphasizes on authentication, even before we believe the evidence given
to us. It is not with rumour and unproven facts that anyone be will ever be
considered true. The holy Qur'an advises those who believe to verify when from
untrustworthy source. This practical security is not just to avoid the risk of injustice,
but also to protect people’s reputations. Allah (SWT) says in the Holy Qur'an:

#1550 1 G S 0] 15T ol T u
“O you who believe! If a wicked person brings you news, verify it.” (The Qur'an,
1996, 49: 6).

This is also the part of the book that spells out a rule for dealing with
information in black and white: Never take anything without checking first. It is the
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divine command fatabayyanu that directs believers to make sure everything is right
before acting. And this isn't just moral advice — it's a legal principle. Islamic jurists
refer to it as a clarification on the importance of evidence and testimony being
reliable. It is clear that only those things are necessary fatabayyanu will not be
considered a verifiable method in digital age and era as we have modern ways of
verification. Hashing, metadata examination and forensic validation all play a role in
ensuring the validity of digital evidence. Taking these methods in combination, the
evidence is therefore authentic at all levels, since each step when followed creates
or maintains the authenticity of evidence in its original form and identity created —
this meets the Qur'anic demand for truth. Islam is a religion exalting genuine
knowledge, and categorical knowledge at that. The Qur'an warns not to have faith
in anything without reasonable proof. Anything you want to say you "know" has to
be backed up by good evidence that removes the ambiguity. This way is common
sense, and it will ensure that good judgment shall triumph and decisions be based
on reality, not speculatio}n. According to the Holy Qur'an,
z 2 ° ° p ° p P ° P
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“Do not pursue that of which you have no knowledge. Indeed, the hearing, the
sight and the heart — all of these will be questioned.” (The Qur'an, 1996, 17: 36)

This verse inculcates an ethical duty to have faith only in what is rationally and
empirically certain. Yaqin (Arabic: ;u&)), is certainty or conviction, and is one of the
levels of faith (iman) in Islam. It cautions against guesswork and skepticism. That is,
in legal terms, evidence must be reliable enough to dispel the doubt. Such aim is
pursued in forensic science by means of sound manipulation and measurable tools.
From this perspective of the Qur'an, if digital evidence meets these preconditions
then it is happening in accordance with the Qur'anic command that knowledge rests
on truth. Combined, these versus establish a backdrop for an ethical evidence policy.
They desire recordation and verification and certainty — all things that bring them
directly to the value of fair usage of digital proof today. Used judiciously, they show
that Islamic law and a modern forensics system can coexist to safeguard justice and
moral high ground.

Prophetic Hadiths on Justice, Testimony, and Proof

The Prophet Muhammad (SAW) has laid down clear principles of truthfulness
and equity in evidence. The testimony and proof will be taken care of by Muslim, as
per his instructions. These very hadiths also contain timeless guidelines suitable for
the present-day management of digital evidence. The bedrock of fairness in
judgement under Islam is a very prescribed set of rules on evidence. Any claim must
be confirmed by evidence as per the instructions of Prophet Muhammad (SAW). This
makes the truth easier to come by and ensures that nobody is wronged.
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“The burden of proof is upon the claimant, and the oath is upon the one who
denies.” (Abu Dawood: 3611).

This hadith forms the foundation for unbiased judgment. The burden is on
whoever makes a claim to prove it. The person who makes the denial must swear in
case of there being no evidence. These days, if digital recordings meet the criteria
of Islamic law for authenticity and reliability, they can be used as that evidence. This
burden of proof can be satisfied by proved emails, contracts or digital recordings
that withstand the test of justice and truth. From legal to ethical and moral matters,
truthfulness is an important aspect of life in Islam. In the blessed message of the
Prophet Mohammad (SAW) it is said that goodness and piety follow in the wake of
truth. Just as | strive to be real with people in the actual world, what's done to be
authentic in the cause of justice.

L N U e

“Adhere to truthfulness, for truthfulness leads to righteousness.” (Al-Bukhari: 6094).
The Prophet (SAW) has linked moral goodness with integrity. Truth builds a
just society in both word and action. It also implies data must be authentic and have
been not tampered with in case of digital evidence. Veracity in all transactions, a
guiding Islamic principal called sidq is also evidenced in the use of genuine certified
digital proof. Witnessing falsely is considered one of the worst sins in Islam.
Evidential lying is capable of destroying justice, Prophet Muhammad (SAW) stated.
Lies and framed evidence hurt other people and transgress the principles of justice
and truth in Islam.
By Ry Jaid 5 R
“False testimony is equal to associating partners with Allah.” (Al-Bukhari: 2654).
This sahih hadith shows how seriously false testimony is taken in Islam. A grave
sin is bearing false witness: lying under oath, giving or allowing false testimony.
Changing or adding digital data is modern day form of shahadah al-zar (witness
falsehood). In order to avoid this, secure digital file handling practices; reliable
sourcing and rigorous forensic methodology are required. Use of evidences is still
under the regime of Lee Muhamad's justice, truth and honesty guidance. All forms
of evidence — oral, written or electronic — should be subject to the same
considerations of morality and ethics. Observance of these regulations instead will
uphold the validity of the judicial process and protect Islamic values throughout
time.
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Figh Analysis: From Shahadah to Digital Bayyinah

As for Islamic jurisprudence, evidence is seen as an amanah and needs to be
clear, fair and true. According to the classical jurists, these proofs are described as
non-contradictorily (‘gama al-tanaqud), direct observation or satisfying experience
(mushahadah) and reliability of the source (‘adl al-shahid). These standards would
have been satisfied by the testimony of honest witnesses who had no means of
testifying in the hearing.

Today, cameras and sensors and computer systems that record facts with near-
perfect accuracy and indiscrimination are a major part of the work. By proper
forensic examination, these writings may attain the similar surety as demanded by
Shariah. As Al-Qarafi, a scholar of the Classical jurist tradition who died in 684 AH,
states, "Anything that leads to knowledge of what thing is correct or not correct
constitutes evidence...That includes vision by the eye, hearing by ear and even proof
which directly indicates: if it's being condition. When truth is plain, perhaps this
perspective can make room for some unlikely types of evidence. Ibn al-Qayyim (may
Allah have mercy on him) also said: And shariah does not restrict proof by certain
procedures; rather, the goal is to establish evidence and eliminate doubt. His answer
is a practical yet moral one, which would side with new and accurate data. Real
(digital) data can be bayyinah, a sign fulfilling the condition for hagq and sidq of
Islam. Sound handling, metadata validation and forensic testing secures this content
integrity against tampering. The question in today's Muslim courts is not so much
whether digital evidence can be accepted but how to authenticate it without being
seen to violate Islamic mores. Digital bayyinah is, when used fairly and thoughtfully,
a means of doing that which human witness does; which is strive for justice, protect
rights and reveal the truth as ordained by Allah (SWT).

Ethical and Epistemological Implications

Digital evidence changes our understandings of Islamic legal duty. A computer
does not have a soul or wrong-making capacity, yet it has data retention. It is not to
be held to account before Allah. Hence, the burden of ensuring credibility and
fairness is shifted to the generators, collectors, and users of digital data. Their
intention and humanity substitute the moral gauge that used to check if human
evidences tell the truth, tazkiyah al-shuhdd. Islam also holds that acts are judged by
their intentions, or al-umdr bi magasidiha. It means that technology use should be
used in the service of justice rather than as a weapon of damage. Yet digital
technologies, artificial intelligence and surveillance when used for justice can merit
the good; even if the data is correct however, their use for oppression or control
transform them into sins. Under Islamic law, as there are two forms of accountability
to ensure equality in justice. The first is forensic accountability with an emphasis on
the technical account of integrity, evidence processing and operational protocols.
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Moral responsibility is the second, ensuring that technology respects human dignity
and godly mandates. Just because digital evidence can support the truth together
with Islamic practices when they are blended.

Comparative Legal Realities

Bangladesh, Malaysia and UAE have various forms of hybridization of modern
legal system with Islamic principles. Even as all of them acknowledge that digital
evidence is increasingly appearing in court, they disagree over how to regulate and
apply it. A study of such legislation serves as an evidence for the reasonableness of
Islamic thoughts to deploy technology in jurisprudence. This difference rather
highlights the shared objective of justice and truth commitment, together with
respect for Shariah and contemporary legal requirements.
(a) Bangladesh: Electronic documents are admissible as valid proof under Section
65B of the Evidence (Amendment) Act, 2022 in Bangladesh with a degree of
reasonable authenticity. The requirement to document [for the witness] in the holy
Qur'an (2:282) corresponds to this legislative change. With 'MyCourt', our virtual
courts created under the Use of ICT in Court Act, 2020 allows for a hearing to be
done remotely (Techlife, n.d.). There is still a lack of ethical supervision from an
Islamic perspective, however. Also, to prevent unlawful surveillance safeguards must
be taken according to the Shariah rule of lawful acquisition (halal sabab) as per See

| s < 'ﬂj “Do not spy on one another” (The Qur'an, 1996, 49:12). So, the problem

for Bangladesh is not its technological efficiency but rather to enable Shariah
morality.

(b) Malaysia: Digital admissibility was initially introduced in Malaysia hybrid judicial
framework under Section 90A whiles of the Evidence Act 1990. Electronic contracts
and signature are legitimized by the national Fatwa Council (Majlis Fatwa
Kebangsaan) which have ruled that legitimacy is not based on physical form, item
or material alone, but also of ethics (amanah) and genuineness (sidq). Forensic
science and figh al-bayyinat are integrated in the Shari'ah court (Federal Territories)
decisions in Malaysia. If the information is confirmed by a competent authority,
blockchain certification, encrypted document and video testimony are admissible.
This is an illustration of the maqasid ideal dar’ al-mafsadah and jalb al-maslahah.
(c) United Arab Emirates: The United Arab Emirates is a prime example of
technology integration. The Evidence Law of 2022 and Federal Law No. 2 of 2021 on
Cybercrime provide for the electronic storage of court records and blockchain-
backed authentication. Under human judicial supervision, the Dubai Courts use Al-
assisted tools to handle evidence. Maslahah mursalah, or legitimate public interest
unrestricted by explicit textual prohibition, is what this represents from an Islamic
perspective. The Qur'anic imperative—

AL-ARFA: Journal of Sharia, Islamic Economics and Law 67 Vol. 4 No. 1 (2026)
https://al-arfa.my.id E-ISSN: 2988-0483



Shadeka Jannat
Islamic Law and Digital Evidence: Comparative Perspectives from Bangladesh, Malaysia, and the UAE

§ olsis JAaly 86 Oy b
“Indeed, Allah commands justice and excellence.” (The Qur'an, 1996,16:90).

It is in favor of technology when it improves justice. The UAE serves as an example
of how contemporary innovation and Shariah principles can coexist within a

common ethical structure.

The Five Shariah Conditions Revisited

The Qur'an, Sunna and classical jurisprudence establish five minimum
qualifications that must be met in order for a digital evidence to be integrated ibid.;
The principles of truth (sidq), justice (‘adl) and certainty (yagin) were found at this
criteria-based sources by technology-related signs. They are taken as the rules under
which digital evidence is evaluated to determine it as judiciously valid or hujjah
shar‘iyyah in Islamic law. Verification, Genuinity, Integrity, Reliability and Legality of
ownership; suffice to be the five core principles. All are forensic, and all have modern
day forensic parallels as well as scriptural references.
The Five Shariah Conditions for Accepting Digital Evidence

| Condition | Scriptural Foundation | Evidentiary Rationale | Modern Application
Qur’an 2:282 - “Write . Metadata authentication,
L . Ensures that evidence L -
Authenticity (As! |down the transaction . . digital signatures, and hash-
. originates from a credible PR .
al-Wasl) and call upon just e value verification to prove file
. " and verifiable source. ..
witnesses. origin.
. Sq.hlh aI-Buk_harl, 2.654 Prevents manipulation, Forensic audit trails, tamper-
Integrity - "False testimony is fabrication, or tamperin, roof storage systems, and
(‘Adalah) among the gravest : pering P ge sy ’

sins.”

with digital data.

chain-of-custody protocols.

Certainty (Yaqin)

Qur’an 17:36 - “Do not
pursue that of which
you have no

Establishes that proof must

eliminate doubt and be

based on factual certainty.

Blockchain timestamps,
expert forensic validation,
and reproducible verification

knowledge.” methods.
Lawful Ensures that evidence is Collection through court
Acquisition Qur'an 49:12 - “Do not |obtained lawfully and warrants, consent-based data
(HgldlSabab) spy on one another.” ethically, respecting privacy [retrieval, and ethical

- and human dignity. surveillance.

Quran 24:13 - “Wh Reinforces truth through Multi-source verification,

Corroboration . ’ . y cross-verification and expert concurrence, and
B did they not bring four . ) .

(Ta’arud) witnesses?” multiple sources of independent corroboration

confirmation.

across systems.

This table represents the operational interface between Shariah epistemology

and digital forensic methodology.
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Figure 03- (self). The Five Shariah Conditions for Accepting Digital Evidence

The Shariah-Compliant Digital Evidence Framework (SCDEF)

These modern forensics tools and complementing the Islamic legal concept
are linked via Shariah Compliant Digital Evidence Framework (SCDEF). The objective
is to ensure digital evidence is extracted and utilized in an ethical and legitimate
way. Truth, Transparency and adherence to Shariah Screeners is the objective. The
SCDEF used here explains doctrinal concepts into concrete judicial guidance: The
digital forensics process, when integrated with Islamic legal principles, ensures that
technical evidence is both ethically sound and legally robust. The process begins
with a collection phase rooted in the Qur'anic prohibition against spying (The
Qur'an, 49:12), necessitating that all data be acquired through lawful means that
respect individual privacy and due process. This is followed by a confirmation phase,
where analysts apply technical tools like hash functions and metadata analysis to
fulfill the mandate of verification (The Qur'an, 49:6), ensuring the data's integrity and
origin are beyond criticism. To bridge the gap between technology and morality, the
authentication phase requires a dual-certification approach, where experts in both
digital forensics and figh (Islamic jurisprudence) validate the evidence for technical
accuracy and moral legitimacy. During the judicial assessment, a judge evaluates the
admissibility of this evidence through the lens of maqgasid al-Shari‘ah, prioritizing
the preservation of justice, honor, and public order. Finally, in the presentation stage,
the findings must be disclosed transparently to all parties involved, upholding the
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Prophetic tradition of clarity and fairness in dispute resolution. According to the
Prophetic tradition:

"djsﬁ\&owLJ}Q\OAM&M%OW\@Q@”\S!
“When two people dispute, let not the judge decide until he hears from both of
them.” (Abu Dawood: 3582).

The Shariah-Compliant Digital
Evidence Framework (SCDEF)

4
/ Collection Stage \

Evidence must be gathered ethically,
respecling privacy and due process.

leioasis Mo

!
/ Verification Stage \

Forensic specialists confirm authenticity )

through hash functions, metadats axamin
ation, and blockchain records

52055 (48.6)

i
/ Authentication -Stage\

Certification by dual experts—one trained
in Islamic jurisprudence, another in digital

forensics—ensures both technical and
maoral rellability

Kludlclal Assessmett Stage

The judge evaluates admissibility through
the lens of magasid ai-Sharrah—ensuring

justice, protection of honor, and presarvati-
on of public order

Data must be transparently presented to both
parties, upholding the Prophetic principle

Figure, 04- (self) The Shariah-Compliant Digital Evidence Framework (SCDEF)

CONCLUSION

One of the most significant contemporary jurisprudential developments is the
recognition of digital evidence in Islamic law. The typical three legs of decision
making—truth (haqq), equity (‘adl), and certainty(yaqin) are highlighted in the
classical Shariah literature. The criteria for evidence are also similar to what the
Qur'an demands, i.e. written evidence and good witness (The Qur'an, 1996, 2:282)
and verifying a piece of news before acting as required in the context of allegation
by a woman about her husband'’s sexual behavior (The Qur'an, 1996, 49:6). Prophet
Muhammad (SAW) said that you would be committing Shirk, when passing on
anything which is untrue Sahih al-Bukhari 2654. These biblical principles require all
testimony, spoken or digital, to be truthful, verified and acquired lawfully.
Comparison of UAE, Malaysia and Bangladesh regimes the comparison between the
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different legal systems show that Muslim countries are becoming more receptive to
electronic evidence through legislation. the computerized records were allowed
pursuant to section 90A of evidence act, Evidence (Amendment) Act 2022
introduced Bangladesh’s Section 65B and UAE's Federal Law No. 2 of 2021 result
into acknowledgment of the electronic record. Although all other systems are
different they share the structural principle to enforce observance of magasid al-
Shari'ah for securing justice and eliminating harm. This text says that digital evidence
meets the five requirements of admissibility: legitimacy, integrity, certainty,
legitimate acquisition and verification under Islamic law. Without compromising any
religious laws, these needs are consistent with modern-day forensic practices, such
as blockchain logging, multi-device authentication, metadata examination and
password verification. In the offered SCDEF, technological trustworthiness and divine
court requirements are merged. In the absence of practical evidence derived from
judicial interviews or courtroom observations, this article is primarily doctrinal and
comparative. The future research has the opportunity to conduct an empirical and
socio-legal study of utilization factors of digital proof in Shariah’s courts. Second,
there is a need for further investigations on deepfake identification and Al-based
evidence in the field of Islamic ethics.

Recommendations for Future Research

Further research should focus on establishing standardized protocols for
forensic authentication with proven fatwa authority. This would help in conforming
technological processes to the principles of Islamic law. It is essential to explore
these avenues further including the blockchain evidence storage from the
perspective of figh al-mu‘amalat (personal jurisprudential issues in business) to
ensure data processing and contracts are in line with moral and legal values.
Moreover, the moral and sociological impacts of Al on Islamic decision-making
should be investigated with particular emphasis on potential risks of algorithmic
bias, its equity implications. Finally, observational studies of the use of digital
evidence by Shariah court judges in South and Southeast Asia might yield useful
information regarding interpretation, usage, and trust of digital proof in practice.
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